Setting Up Event Manager Multi-Factor Authentication (MFA) @ grlct)ggﬁ;e

From Tuesday, 11t of August, Event Manager users will need to use Multi-Factor
Authentication (MFA). MFA adds an extra security step to keep your account safe.

NOTE: This does not apply to organisations with Microsoft Single Sign-On (SSO) set up with
Citycare Property.

How MFA Works

Citycare uses MFA to help protect your account information. You will sign in using your
password plus a code from an app on your mobile phone.

If MFA is not set up yet, Event Manager will automatically guide you through the setup
process the next time you click Log in.

Log in with your Event Manager account

Log in using your username and password

Username

Password

o Success! CLOUDFLARE

rgot password Set first password
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Setting Up MFA from the 11t of August

You will need your mobile phone to set up MFA. If your account does not already have MFA
enabled, you will see a setup screen with step-by-step instructions on the 11t of August.

You can use either the Microsoft Authenticator app or Google Authenticator app. Both are
free to download and use.

@) Enable Multi-Factor Authentication

Secure your account with an additional layer of protection

Step 1: Install an Authenticator App

of the fallowing suthenticator apps on your mobile device
a Microsoft Authenticator * Google Authenticator
¥  Recommended by Microsoft Pogular choce

nioad for your device: Dawnload for your device

Step 2: Scan QR Code

Step 3: Verify Your Code

Enter the 6-dign veriiication cade from your authenticstor app to complete setup

Venfication Code
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Once you've finished setting up MFA, you will see a confirmation screen.

Multi-Factor Authentication Enabled!

‘Your account is now maore secure

What Bappens nst?

¥ Impartant Tips:

Recovery codes (save theas now)

If you ever lose access 1o your sutherticator app, you can uss one of these

recowery codes 1a sign in. Each code can be used once.

Al185648
3FEAADDE
21E13ESF
B50aF&B4
B243A589
TIn4ACAT
SBA1EIED
GCESF3IBZ
STFEATCY

BES75EAT

Impartant: These codes are shawn anly o

tore themn securely in 3

password manager or a safe place

Important: You will receive recovery codes. Keep these somewhere safe. They can be used
one time only if you lose access to your phone or authenticator app.
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Logging In After MFA Is Set Up

When you next log in to Event Manager, you will see the following screen:

©) Multi Factor Verification Open your authenticator
Authenticator application code app and enter the 6-digit
‘ ’ code from your
authenticator application
=member thes device for 30 days that you selected during

NOTE: You can tick the
“Remember this device for
30 days” to bypass this step on subsequent logins for the next 30 days on the current device
or computer.

Below are examples of what you’ll see in the authenticator app.

Microsoft Authenticator Google Authenticator

ull 56 -=:

B Google Authenticator

Citycare Identity
Manager
Citycare Identity Manager

Citycare Identity Manager:
bobsmith@bobsplumbing.co.nz

672 901

WAYS TO SIGN IN OR VERIFY
One-time passwords enabled

You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

© 715 900 o

Enter the code into the EM verification screen when prompted.
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{7 Multi Factor Verification

Authenticator application code

| 15500 |

Remember thiz device far 30 days

If You Lose Your Device

If you lose your phone or cannot use your authenticator app, contact the EM Support team.
They will reset your MFA so you can set it up again at your next login.

If You See the MFA Setup Screen Again

If your phone already has the authenticator app configured but EM is still asking you to
enrol, remove the old entry from your app:

e Microsoft Authenticator

Open the Citycare Identity Manager entry, tap the Settings icon, then choose Delete
Account.

e Google Authenticator
Swipe left or right on the Citycare Identity Manager entry to delete it.

After removing it, log in again and EM will guide you through a fresh setup.
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